
Procedure of 
Investigation of 

ATM Fraud / Credit Card 
Fraud 



Types of ATM Fraud

• Exchange of ATM Card / Card Theft

• Card Skimming 

• Card Trapping / Cash Trapping

• VISHING

• ATM malware/ cash out attack/ jackpotting

• Keypad jamming

• Card Forking





The data skimmed can be transferred on to a 
computer system later. 

Information skimmed:-

name, 

credit / debit card number, 

expiry date, etc., 

It is used to create cloned credit / debit card.

















Point of Sale (POS)







Investigation 
of 

VISHING Fraud



Voice phishing / VISHING is
typically used to steal Credit Card
/ATM Card numbers, CVV Number,
OTP or other Banking credential /
information



ATM MACHINE

ATM Display Screen

Card Reader

ATM Keypad

Cash Dispenser



Maestro Card Master Card



Features of ATM Card

Card Holder’s name

16 digits ATM Card Number

Expiry date of ATM Card

CVV Number written at the back 
side of ATM Card







Accused will ask for:

• ATM-cum-Debit card Number
• CVV number (Card Verification Value)
• One Time Password (OTP)



Accused will instruct to victim:

• To delete all the messages
• Not to inform anyone due to confidential

nature of operation



Nature of transactions made by accused:

 Numbers of online transactions such as
purchase of goods / electronic equipment's

 Online payments /Mobile /DTH recharge

 Transfer of fraudulent money:-
To Wallet of the concerned Payment Gateway

where accused had made fraudulent
transactions

To Wallet of other Payment Gateway
To any other bank account



From the Complainant 

Mobile Phone Number of the fraudster to be
ascertained from the victim

Seizure of the following documents on production by
the victim complainant:-
•ATM-cum-Debit card in original
•Updated Savings Passbook
• SMS details received from the Bank about the 

online transactions made by the accused with 
date & time written in a paper by the complainant
•Mobile Phone Handset along with SIM Card (in 

which the SMSs were received) be seized and be 
left in zima



Step by step investigation procedure:-

Letter to Bank:
AOF (Account Opening Form) / Bank Account

Statement of the complainant
Detailed particulars of each banking

transaction
ATM-cum-Debit Card details of the complt.
Certificate u/s 2A of Bankers Book of Evidence

Act, 1891



Subscriber Details
Date of Activation
CAF (Customer Acquisition /Application

Form)
CDR (Call Details Record) of the complainant

as well as of the accused person for the
relevant period

Certificate u/s 65B (4) (c) of Indian Evidence
Act, 1872

Letter to Mobile Service Provider:



Online Payment Gateway



How Payment Gateways work:



 Notice u/s 91 of Cr.P.C. to be issued

 Detailed description of each fraudulent transaction with 
relevant to Wallet ID?

 IP details of the computer system used along with date and time 
for committing the said fraudulent transaction? 

 Whether accused had created or registered any account in your 
website for committing the offence?   
 Date & time of registration / creation of ID
 IP details along with date & time of the computer system used 

for registration/ creation of the account
 Type of operating system of the computer system of the 

fraudster
 Physical address of the computer system

Letter to Online Payment Gateway:



 Mobile phone numbers / E-mail addresses of the accused used for 
registration or for generation of OTP or for any authentication process 

 Mailing address of the accused 

• Whether accused had opened any wallet in your website for 
committing fraudulent transactions? 

• Date and time of creation of Wallet

• IP details of the computer system used by the accused for creation of 
the said wallet? 

• What was the transaction limit set by the accused for the said Wallet?

• Whether the said Wallet created by the accused was linked to any bank 
account?

• Details of the bank account along with the bank name and IFSC Code 
may please be furnished. 

• Detailed transactions made by the accused through the said Wallet 
may please be furnished. 



• Whether accused had purchased or made online shopping 
of any goods or articles through your website? 

• Counter foil receipt in respect of delivery of goods by online 
shopping website to the fraudster [DRS:- Delivery Run 
Sheet]

• Detailed particulars of Courier Agency or company 
personnel along with his contact number or e-mail ID; who 
had delivered the purchased goods / products to the 
fraudster

• Date and time of delivery of goods

• Address of delivery of goods

• As these are fraudulent transactions, it is hence requested to 
kindly initiate the process for revert back of the defrauded 
amount to the bank account of the complainant.

• Certificate u/s 65B (4) (c ) of Indian Evidence Act, 1872



o Notice u/s 91 of Cr.P.C. to be issued

o Account Registration Details of the e-mail account

o Log Details

o Mobile Phone Number used at the time of registration and
updation of the e-mail account {registered mobile phone
number}

o Secondary e-mail account

o Certificate u/s 65B (4) (c) of Indian Evidence Act, 1872

Letter to E-mail Service Provider:



End user details of IP Addresses
CAF / NTC in respect of the user subscriber in

respect of the alleged IP address
 Other relevant information in respect of the

user subscriber that is the address of
correspondence, contact number, e-mail IDs
and billing details

MAC ID of the alleged computer system / IMEI
address of the computer resources with respect
of the relevant IP address.

Certificate u/s 65B of Indian Evidence Act, 1872

Letter to Internet Service Provider:



• Detailed information as regards of the account holder in 
respect of the bank account of the accused:-
• Name of the account holder

• Correspondence address of the account holder

• Contact number

• Registered Mobile Number

• E-mail account if any

• Date of opening of bank account

• Original Account Opening Form {AOF} in respect of the 
aforesaid bank account.

Letter to Bank:



• Original documents submitted by the account holder at the 
time of opening of the account, in compliance to the 
provisions of KYC norm.

• Account statement in respect of the aforementioned bank 
account for the period from ___________________________.

• Present status of the aforementioned bank account

• Whether ATM-cum-Debit card has been issued to the 
Customer by the Bank?
• Card Number
• Date of submission of application by the accused for issuing of 

ATM-cum-Debit card
• Date of issue
• Place of issue {on which address ATM Card was delivered to the 

customer}
• Application submitted by the accused in the bank to provide ATM-

cum-Debit card 



• To freeze the operation of the bank account.

• On which date the said bank account has been 
frozen.

• Amount frozen may please be furnished.

• Whether the said bank account of the accused is 
being involved in any of the offence? If involved, 
kindly furnish the documents pertaining to the said 
aspect and the action taken by your bank into the 
said matter. 

• Certificate u/s 2A of Bankers Book Evidence Act, 1891 
may kindly be furnished along with the report. 



Sample Reports










